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PRODUCT TRAINING
COURSE: NIOS ADVANCED DNS PROTECTION

Course Description Gain a comprehensive understanding of Advanced DNS Protection (ADP), including its
functionality and the range of attacks it can effectively prevent, while exploring the
intricacies of the ADP engine for robust DNS security and mitigation against various
types of malicious attacks.

Acquire the necessary skills to enable and efficiently manage ADP features within a NIOS
grid, including enabling ADP, updating ADP rulesets, and effectively utilizing monitor-
mode for enhanced DNS security monitoring and management.

Develop the proficiency to effectively manage and utilize ADP rulesets, rules, and
profiles, empowering you to optimize Advanced DNS Protection (ADP) configurations
and tailor them to specific security requirements for robust and tailored DNS security

management.

Target Audience This courseisfor team members who will be operating and administrating Advanced DNS
Protection (ADP).

Products Covered NIOS Advanced DNS Protection (ADP)

Duration 1day

Learning Style Lecture, demo, and hands-on labs

Available Modalities Instructor-led, virtual instructor-led, on-demand

Certification Exam None

Prerequisites Attendees should have completed the NIOS DDI Administration course or have

equivalent hands-on Infoblox experience. If you are new to security, consider the DNS
Security Associate course for an introduction to DNS security and related networking
topics.

Included in LearningSub ~ Yes

Course Content

e Describing NIOS Advanced DNS e Managing NIOS Advanced DNS e Configuring Advanced DNS
Protection (ADP) Protection (ADP) Protection (ADP) Rulesets, Rules,
and Profiles in NIOS
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